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BP PERSPECTIVE INSIGHTS FROM A BUSINESS PARTNER

JAMES HARRISON

Founder and Chief
Executive Officer
INVISUS

(14
Attorneys have ethical and

common law duties to take
competent and reasonable
measures to safeguard client
information. And increasingly,
they also have client
contractual and government
regulatory obligations to
protect confidential data.”

Keeping Your Firm Cyber Secure

With all the sensitive data law firms store, it's no surprise that law firm
cybersecurity threats are at an all-time high. But while cyberattacks against law
firms are not new, the rate of incidence and year-over-year growth is staggering.

In a report by Law360 Pulse, data breaches more than doubled last year for firms

with fewer than 50 lawyers. And according to the American Bar Association (ABA)'s
Cybersecurity Report, 42% of law firms with up to 100 employees have experienced a
data breach. The odds are now about one in four that your firm will suffer a cyberattack
or data breach.

Unfortunately, for many firms (particularly smaller ones), cybersecurity is not a top
consideration until the firm is the victim of a cyberattack.

Law firms must begin to think differently about cybersecurity. It's not just an IT problem
to be solved; it's a business and financial risk that must be proactively managed. Having
a comprehensive cyber risk management game plan led from the top down is now more
important than ever.

WHO'S IN CHARGE?

Virtually all cybersecurity regulations and industry standards require the appointment
of a cyber risk manager, chief security officer or data privacy officer — someone in an
executive-level position to oversee the implementation and maintenance of the firm’s
information security and compliance plan.

Because of their broad operational responsibilities, law firm administrators, directors, chief
operating officers or chief information officers are ideally positioned to properly manage
this cyber risk management effort for the firm and coordinate among the executive team,
IT, human resources, finance, physical facilities and more.
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Instead of going it alone, many firms are also working with
outside cyber risk management providers to create and
maintain a reasonable plan that keeps the firm compliant with
the necessary security and privacy requirements.

OBLIGATIONS AND RESPONSIBILITIES FOR LAW FIRMS

Attorneys have ethical and common law duties to take competent
and reasonable measures to safeguard client information. And
increasingly, they also have client contractual and government
regulatory obligations to protect confidential data.

1. ABA Resolutions and Model Rules

ABA Resolution 109 encourages all firms to develop, implement
and maintain an appropriate cybersecurity program that
complies with current best practices and legal obligations.
Several ABA Model Rules — such as Rule 1.6 — also direct
attention to safeguarding client data.

Additionally, there are currently three opinions from the ABA (as
well as others from state bars) that you should be familiar with,
including:

© ABA Formal Opinion 477R, Securing Communication of
Protected Client Information

© ABA Formal Opinion 483, Lawyers’ Obligations After an
Electronic Data Breach or Cyberattack

© ABA Formal Opinion 498, "Virtual Practice”

2. Federal and State Regulations

Confidential and sensitive information collected by law

firms must be protected under various federal cybersecurity
laws, such as HIPAA-HITECH for medical and health-related
information and the Gramm-Leach-Bliley Act for financial data.
While law firms are not considered “covered entities” under
these laws, they can be required to adhere to these standards
as a service provider to their clients.

Be aware that all 50 states have enacted cybersecurity and/or
data privacy laws that require the protection of personal and
confidential information, although data security laws vary from
state to state.

3. Client Contractual Requirements

Increasingly, law firms are being required to meet specific
industry cybersecurity standards included in client contracts.
These industry standards can be based on a variety of
cybersecurity frameworks such as NIST, ISO 27001/2, and SOC2.
Firms that have international clients or handle international
consumer data may also be asked to prove compliance with

various international regulations such as the European Union’s
GDPR data protection regulation.

Proof of compliance with these varying regulations and
standards can be challenging for firms that do not have a
formalized cyber risk management and compliance plan.

TAKEACTION TO SAFEGUARD YOUR FIRM

Here’s a high-level checklist you can use to assess how
your firm is doing to manage cybersecurity and compliance
responsibilities:

@ Management Commitment: An executive or
administrator should be appointed as cyber risk and
compliance manager.

) Cybersecurity Policies and Procedures: Draft a
complete set of best practices that defines how the firm
protects data, trains employees, communicates with clients
and responds to incidents.

() Risk Assessment: A cyber risk and compliance
assessment and report must be conducted, at a minimum,
annually.

) Technical Safeguards: Enact IT security policies and
procedures ranging from antivirus, system patches and
email security, to encryption, data backup and multifactor
authentication.

) Vulnerability Testing: Conduct regular scans of the firm’s
firewalls, servers and website for new hacker exploits that
need to be patched or fixed.

) Remote Work Security: Create a plan for cybersecurity
and technical support for remote work.

) Third-Party Risk Management: Ensure outside service
providers and business associates are secure and following
minimum required data security standards.

) Business Continuity: Draft a plan for data security and
availability during an adverse event such as a power outage,
natural disaster or ransomware attack.
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() Cybersecurity Audit Readiness: Formalize a process to
prepare and respond to audit requests.

) Incident Response: Determine procedures for
discovering, containing and recovering from a cybersecurity
incident, including cyber insurance.

(¥ Reviews and Updates: Review and update all policies
and procedures, at a minimum, annually.

Cybersecurity and compliance is not something you “set and
forget;” it's an ongoing process that must be maintained,
tested and updated. Fortunately, there is expert guidance and
assistance here. Getting a full outside risk and compliance
assessment done may take you a couple hours, but you'll
quickly be able to identify critical security and compliance
gaps that need to be addressed.

You don’t have to go it alone. Guidance, assistance and
oversight from outside experts is available to help take the
bulk of this work off your desk in this critical area of the
business of law.

Remember: You don’t have to go it alone. Guidance,
assistance and oversight from outside experts is available to
help take the bulk of this work off your desk in this critical
area of the business of law.

2022 VIRTUAL CONFERENCE:
TRENDING TOPICS IN

LEGAL ADMINISTRATION

November 2-3 | 10 a.m. Central

Join industry professionals, colleagues and friends, November 2-3, for
a dynamic virtual educational event where you can fine-tune your
professional skillset in the following categories: information technology,
human resources skils, legal industry trends and business ethics.

REGISTER TODAY

8
[_;' READ MORE ABOUT PREVENTING CYBER THREATS

For more info on IT disaster preparedness and business
continuity planning, check out ALA's white paper, “Business
Resiliency: 7 Steps to Successful Incident Management,
Business Continuity and Disaster Recovery Planning.”
Download it at alanet.org/whitepapers.

— ABOUT THE AUTHOR

James Harrison is the Founder and Chief Executive Officer
(CEO) of the cyber risk management company INVISUS. As
chief strategist and product visionary for INVISUS, he led the
development of the company’s cybersecurity, identity theft
and InfoSafe® data breach compliance and breach response
program that protects law firms, businesses and organizations
throughout the United States and internationally. Harrison
frequently writes for, speaks and trains in a wide variety

of industries and trade groups. As the head of an ALA VIP
business partner, Harrison has presented and trained at
several national ALA conferences and chapter meetings.
@ james@invisus.com

[§) invisus.com
m linkedin.com/in/james-harrison-b703b71
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INNOVATIONS FRESH THOUGHTS FOR MANAGING

MATT SPENCER

Co-founder, Chief Executive Officer
and Chairman
Suited

(44
Al can be the perfect tool

for scaling up your hiring
process. When used inan
inclusive (versus exclusive)
manner, this technology
can help recruiting teams
consider more candidates
on a deeper, more
comprehensive basis.”

0

e

Al Can Make Your Hiring Process
More Inclusive

Law firms often lack clarity around which candidates to hire, relying on intuition,
resume data and preconceived notions about what makes someone successful.
Attrition and burnout persist while efforts to promote diversity remain slow to
progress — all of which cost firms cash and drag down morale and efficiency.

As a result, many hiring teams wish they had a more scientific method for choosing the
right candidates. This desire for a more data-driven approach has caused many firms to
turn to Al-powered tools to help support these critical talent decisions.

When used properly, artificial intelligence (Al) can enable law firms to create high-
performing, happy and diverse teams. But very few products offer a solution that is
efficient, effective and ethical. Here are some ways firms can effectively and responsibly
approach this valuable technology.

Al SHOULDN'T “SCALE DOWN" TALENT PIPELINES

Reviewing candidate applications is a time-consuming task that can be made more
efficient with the right kind of tool. Resume scanners are one solution that many
companies apply to the problem of large candidate pools. In fact, according to a Harvard
Business School study, resume scanning tools are used by 75% of U.S. employers and
99% of Fortune 500 companies.

However, such software can lead to missed opportunities. The same Harvard Business
School study confirms that automated Applicant Tracking Systems (ATS) take an all-too-
simplistic view of who are good or bad candidates, thereby rejecting those who would
otherwise become high-performing and well-suited additions to an organization.

Resume scanners have also been flagged by the U.S. Justice Department and the Equal
Employment Opportunity Commission (EEOC) as tools that could violate civil rights laws
and already established EEOC guidelines.
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The EEOC states that if the selection rate for a certain
demographic group is less than 80% of that of the group
with the highest selection rate, then adverse impact is present
and measures should be taken to resolve the disparity. In

the legal industry, many firms use grade point average (GPA)
requirements as a way to narrow down the hiring funnel.
However, our legal industry data shows that deploying a GPA
cutoff of 3.5, for example, results in selection rates of 52%
and 74% against Black and Hispanic candidates, respectively
(compared to White candidates), making it an inequitable
means for determining selection.

For these reasons and more, using Al to screen resumes and
scale down talent pipelines is not a particularly effective or
equitable method of streamlining or democratizing the hiring
process. Instead, use Al to “scale up” your candidate
consideration capabilities. In fact, Al can be the perfect
tool for scaling up your hiring process. When used in an
inclusive (versus exclusive) manner, this technology can help
recruiting teams consider more candidates on a deeper, more
comprehensive basis.

To do so, firms must collect and assess additional candidate
information. This can include personality, aptitude or skills-
based data. Al is able to detect patterns between your current
attorneys and the candidate pool to make predictions about
their potential for success, resulting in dramatically improved
hiring outcomes.

This includes improvements in diversity. For the legal industry
to achieve adequate demographic representation, firms should
be recruiting from schools outside of their historical targets.
Currently, only 3.6% of attorneys identify as Black/African
American. In order for the number of Black law students in
the 2L Summer Program across all of Big Law to reach parity
with the U.S. population (12.4%), firms have to consider
students from the top 110 law schools — a dramatic increase
considering most firms typically focus their efforts on a set of
10 to 20 target schools.

Ultimately, any Al-powered hiring tool you deploy should
provide explainable and supplemental insights that allow you
to consider more, not fewer, candidates. These insights should
be used in conjunction with all the other data collected and
evaluated in your hiring process to arrive at Al-informed — but
human-led — decisions.

TESTING AND REGULATION SHOULD BE WELCOMED

Because of its potential to exclude candidates on inequitable
bases, regulations surrounding this technology are cropping up.

For example, a law goes into effect January 2023 in New
York City that requires employers to conduct an independent
audit of the Al hiring tools they use. It's only a matter of time
before more widespread regulations will require thorough,
documented, ongoing and third-party testing for any Al-
powered hiring tools.

To be prepared, every Al model used in the hiring process
should be tested against a large candidate pool across a
range of demographics to ensure all outputs meet or exceed
EEOC guidelines. Ultimately, this increased oversight will
ensure that candidates are not discounted because of biased
factors. However, Al companies and the firms who employ
them should not wait for the regulations to require it, but
rather take it upon themselves to proactively ensure all
candidates are given a fair shot in the hiring process.

— ABOUT THE AUTHOR

Matt Spencer is the Co-founder, Chief Executive Officer and
Chairman of the Board of Suited, an Al-powered, assessment-
driven recruiting network designed to help candidates from all
backgrounds access opportunities in the professional services
industries.

[§) wellsuited.com/law-firms
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(said no one, ever.)

Tabs3 Software anticipates the needs of today’s modern law firms with continued innovation.
Thanks to decades of experience partnering with our clients, you don’t have to put up with
annoying workarounds or duplicate data entry where other legal software falls short.

You can automate tasks, streamline complex billing, implement paperless invoicing,
accept credit card and ACH payments with Tabs3Pay, and more. If you ever need help, our
outstanding support team is just a call or email away. Sign up for a personal demo today.

)

Learn more or schedule a demo: ( : I a bs 3

Tabs3.com/ALA

Billing | Practice Management | Accounting



THINKING OUT CLOUD TRANSLATING TECH TO BUSINESS

MICHAEL PAUL

Chief Technology Officer
Innovative Computing Systems

(44
No single law firm can

prevent a Paas or Saas
outage, but a firm's
technology infrastructure
design is critical to reducing
the adverse effects.”

Be Prepared for When the Cloud
Goes Down

Today more than ever, legal organizations are relying on applications that live

in the cloud for many of their day-to-day business functions. And while these
cloud-based applications are often more secure than on-premises servers, even
the largest providers are not immune to occasional outages. As a result, many
law firms will experience a rare outage, so it is important to expect them and be
prepared.

An outage at a cloud provider can be caused by different sources, including loss of power,
connectivity issues, maintenance and even software bugs — all similar to the problems for
internal data centers. Usually, however, cloud providers have added redundant capabilities
that are not available in traditional data centers. Cloud providers rely on infrastructure,
network and system design to keep their services running.

If public cloud providers have an outage, any service that relies on them will be
unavailable. Many software as a service (SaaS) offerings, such as Salesforce, Facebook,
QuickBooks, Microsoft 365 and others, use the public cloud. These Saa$ providers supply
the software and need the public cloud to function to supply the law firm with access.

Public cloud providers, including big names like Amazon Web Services and other platform
as a service (PaaS) providers, are the foundation for many SaaS offerings. Thus, when

a PaaS goes down, it impacts many Saa$S platforms. Additionally, a behind-the-scenes
service that helps accelerate network traffic to the various providers can experience
downtime. An outage of these services will greatly slow performance. While the cloud
provider may still be running, your SaaS's particular network layer may be affected,
making it seem like the entire provider environment is down.

Cloud providers are so interconnected — as is the internet itself — that one outage can
cascade and impact other services.

LEGAL MANAGEMENT OCTOBER 2022
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DAMAGES CREATED BY CLOUD OUTAGES

Generally, a cloud outage can affect business functions for an
extended period, resulting in loss of productivity. At the most
extreme, data can be lost if data recovery mechanisms are not
configured properly. During an outage, emails will not be sent
but will usually queue up and deliver when the service comes
back online. Likewise, if your law firm uses cloud telephony
services, phone connectivity may be affected and make it
impossible for clients to contact your firm. The above alone or in
combination leads to unhappy workers, dissatisfied clients and
the possibility of lost revenue.

Cloud outages happen daily, but fortunately, most of the time
the impact is relatively limited. The providers know where most
of their users are located and will engineer these locations to be
as robust as possible. Good cloud providers supply status pages
for service interruptions and often offer a document analyzing
the root cause of the outage. Thus, design of the applications,
networking and infrastructure are key to mitigating outages.

HOW TO PREPARE AND REDUCE CLOUD OUTAGE IMPACTS

It's important to have superior design of your systems upfront,
including a proper mix of complementary cloud services that
cover each other. For example, if Microsoft Office 365 is
unavailable for email, having Outlook set up with cached mode
helps mitigate email disruption. Adding a secondary service such
as Mimecast, which handles email filtering/archiving, allows
those users to continue to access their email and reply to clients
directly during the outage.

Putting all services in one bucket is extremely risky. Making
sure the key business communications have a primary and
secondary medium available is key for the organization. If email
is unavailable, then having SMS/mobile phone contacts in the
employee phones can help mitigate internal communication
challenges.

Q LEGAL MANAGEMENT TALK

While no single law firm can prevent a PaaS or SaaS outage, a
firm’s technology infrastructure design is critical to reducing the
adverse effects. Understanding where your outages occur and
performing root cause analyses after any outage are important
to minimize the impact future outages have on your firm.

To ensure rapid recovery from outages, review your service

level agreements from your suppliers. Often, contracts include
service level agreements with acceptable outage time, along
with remediation that a law firm can use to offset costs incurred
because of the outage.

After any outage, reassess the design of your critical systems

to figure out where systems can be made more redundant.
Frequently in the cloud/hybrid environment many law firms run
today, there is a way to add redundancies to limit the impact of
outages. For example, your primary office site may only have one
internet connection. If that goes offline, then cloud resources are
unavailable. Building in redundant internet links with SD-WANs
or having a policy to send people home to work remotely can
mitigate the disruption.

— ABOUT THE AUTHOR

Michael Paul is Chief Technology Officer at Innovative
Computing Systems and has over 25 years of experience

in the legal field. In his current role, along with evaluating
new technologies and designing systems to deliver new
technology solutions to the legal community, he also keeps
the glue together on the internal technology that Innovative
Computing Systems uses.

a mpaul@innovativecomp.com

(4} innovativecomp.com

Y twitter.com/ICSGetsIT

m linkedin.com/in/james-harrison-b703b71
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Listen to Learn

ALA's Legal Management Talk podcast features exclusive interviews with industry thought
leaders, conference speakers and Association members who are doing great things.
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Each episode is free and usually fewer than 20 minutes long!
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® Outsourced Labor with Ben Schmidt
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(44
Firms that are the best

at employing technology
and data analytics see
the ways they can use it
to be more profitable and
ensure they retain clients
— because they're giving
them better service.”

All Hands on Tech

Find out how industry members are utilizing instruments that incorporate
emerging technologies — ranging from natural language processing to machine
learning.

While tech solutions that provide internal communication, time tracking and
other efficiencies have become relatively common within the legal industry, some
law firms and departments are starting to adopt tools that use intuitive smart
technologies to offer capabilities like document creation and management.

The e-discovery process, for instance, today increasingly includes solutions that are
powered by artificial intelligence (Al), according to Daniel Linna, Senior Lecturer and
Director of Law and Technology Initiatives at Northwestern University’'s Pritzker School of
Law and McCormick School of Engineering.

“It's become the standard — such that if you were to use human attorneys for a large
document review, there would be some questions about whether that's permissible under
the Rules of Professional [Conduct], if there’s a way of doing it now with technology,”
Linna says.

As in-house departments and law firms continue to face a growing need to reduce legal
service expenses, efficiency-enhancing technologies are likely to come into sharper view.

Cost pressure is currently law departments’ top challenge and priority, according to a
Thomson Reuters report; a recent BigHand survey found North American law firms have
seen a 28% increase in demand for alternative fee arrangements (AFA).

By 2024, 91% of law departments, according to a Wolters Kluwer projection, will be

asking firms they’re considering hiring about their legal tech use — which could help shift
the perception of smart technology tools from an added value proposition to a necessity.

LEGAL MANAGEMENT OCTOBER 2022
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"When you're using a machine learning tool that uses contextual natural language processing, you're
more likely to find all of the relevant things than a really tired associate who's been working for 12 hours
and reviewing 600 leases over the course of two weeks.

TYPES OF TECH

Firms are using smart technology — loosely defined as systems
involving networked components, such as sensors and
software, that can collectively communicate and automatically
react to data — in a number of ways.

A recent survey from legal industry advisory firm

Baretz+Brunelle NewlLaw found that out of 10 emerging tech
initiatives, tech-enabled document drafting and assembly was
the most popular at law firms. Conversely, smart contract and
blockchain-related capabilities were implemented least often.

A smattering of organizations are using blockchain systems.
Global law firm Hogan Lovells, for instance, which employs
more than 2,500 attorneys, launched a blockchain-enabled
document management platform in April. It's designed for
commercial transactions involving clients.

The platform creates smart versions of PDFs and Microsoft
Word documents, allowing their data to be extracted quickly
and automatically — data that would otherwise need to be
located and exported manually before being entered into
enterprise software systems or used to generate reports.

Earlier this year, Holland & Knight served anonymous
defendants with a temporary restraining order via a
nonfungible token, also known as an NFT, that contained a
hyperlink to an order to show cause. As Law.com’s article on
the groundbreaking tech use suggests, that delivery method
could potentially offer future service advantages when
elements like a defendant’s location are unclear.

Global law firm Cleary Gottlieb Steen & Hamilton LLP launched
a separate business unit, ClearyX, within the firm in June

to develop solutions featuring machine learning and other
technology that will support clients, the firm and potentially
smaller law firms that wouldn’t be considered a competitor,
says ClearyX Chief Executive Officer Carla Swansburg.

Initially, the unit — which has invested in a platform designed
by a Cleary associate that automates capital market disclosure-
related drafting work — focused on transactional services.

“We have started over the first year to really build models
of M&A [mergers and acquisitions] transactional support for
due diligence and other contract analysis,” Swansburg says.
"We built a portal, which leverages document and process
automation and a database, that is going to be pushed
back into the firm as well as out to different clients who
need it. It allows you to essentially automate nondisclosure
and confidentiality agreements — keep them in a database,
search them.”

Smart tech automation tools, Swansburg says, can help firms
that are either understaffed or hope to shift associates to
doing more valuable work.

“During the pandemic, one of the major constraints was it
was really hard to keep associates [and] have enough to keep
up with the work,” she says. “There’s a lot of work that is
nicely enabled by technology — and there are intractable
problems. Whether it's constantly dealing with low-value,
nondisclosure agreements [or] after M&A activity, how

do you integrate the contracts you've acquired? We can
essentially make [clients’] lives easier in ways typical big law
business models don't really enable.”

LEGAL MANAGEMENT
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THE SMART TECH EFFECT

California-based business litigation firm Chatow Law uses an
automated workflow option to generate complaints. Principal
Mark Chatow also has looked at legal analytics, but opted to
hold off on those offerings that predict how a judge is likely
to rule based on certain arguments made in briefs.

Chatow says one such tool has saved the firm hours of

prep work: It's an Al tool that automatically performs

optical character recognition (OCR) and analyzes a PDF-style
discovery request, creating perfectly formatted shell responses
with appropriate draft objections in place in under two
minutes.

"I noticed | kept doing more and more repetitive work,
reinventing the wheel every time,” he says. “Even if we

used a template complaint and started dropping things in,
doing that in Word still takes time; it's inaccurate, you miss
things. You do have to obviously manually double-check the
documents [from the Al tool] to make sure they‘re properly
formatted; sometimes it'll miss something, but it still saves so
much time.”

Chatow hired someone to help build document workflows,
which has helped him address needs relating to multiple
cases he handles for a Fortune 500 client that involve a lot of
similar facts, but different dollar amounts or dates.

“Make sure you're really thinking about what you want the
interface to look like and what sort of questions are going to
get asked to generate that product,” he says. “It's a process,
and you've got to have a tech mind. If you don’t have the
time to do it yourself, there are people who do that.”

As a solo practitioner without an associate to assign work to
for a lower hourly rate, Chatow says automation has helped
him reduce expenses and respond quickly to document
requests — in one instance, within a day to counsel who sent
him 300 queries.

"It gives you a lot of power; it certainly showed | wasn't
going to be pushed around,” he says. “My pitch to clients
is always it's extremely effective and efficient. That money
can either just be put in the client’s pocket, or they can use
it for other aspects of the case they might want to put more
money into.”

Although hourly billing-based firms may not have quite the
same incentive as AFA organizations to test out increasing
efficiency with smart tech, enhanced quality can also be a
benefit.

“When you're using a machine learning tool that uses
contextual natural language processing, you're more likely

to find all of the relevant things than a really tired associate
who's been working for 12 hours and reviewing 600 leases
over the course of two weeks,” Swansburg says. “You get
lower cost, efficiency, accuracy — and offload less glamorous
work from high-value associates.”

As of 2019, a third of legal departments’ corporate
transaction work was automated, according to a Gartner
survey; yet respondents indicated 55% of it actually could be.
Law firms also have a fair amount to gain from automating
processes. Lawyers frequently spend a sizable chunk of their
time on administrative and other nonlegal work — as much
as 40% at small firms, according to a 2020 Thomson Reuters
report.

In a recent tech satisfaction survey, attorneys ranked the
automation of repeatable tasks as one of their firm’s

top three unaddressed technology needs. As M&A work
increases, Gartner estimates half of legal departments’ major
corporate transaction work will be automated by 2024.

“Firms that are the best at employing technology and data
analytics see the ways they can use it to be more profitable
and ensure they retain clients — because they're giving them
better service,” Linna says. "It's only a matter of time before
more and more of those clients tell their outside firms, "You
need to be using technology like this if you want to keep
getting our business."”

— ABOUT THE AUTHOR
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Technology can drive a law

firm forward by increasing
efficiency and productivity.
Addtionally, it can attract
young, talented workers,
who are going to be the
future of the firm,”

5 Tips for a Successful Tech
Implementation

Get advice on how to make new tech operations run more smoothly.

During the peak of the pandemic when many physical workplaces shut
down, the leaders at Pirkey Barber saw an opportunity to implement new
technology into their law firm. In those days, nobody knew how long
COVID-19 — and the subsequent lockdowns — would last. As a result,
everything didn’t go as planned.

“We converted three major systems during the pandemic — financial/time and
billing, document management and the 401(k) plan,” says Chris Sims, Director of
Finance at Pirkey Barber and member of the Austin Chapter. “The latter two went
OK. Where we really saw an issue was in the financial/time and billing conversion.”

Because of the pandemic, the firm had a hard time finding software support on-site
to assist in the first few days of the cutover. Employees couldn’t attend in-person
training on the software, either. Nearly two years after conversion, the firm is still
experiencing some hardship and hasn't implemented every piece of the system.

“The delay is reflective of the pandemic environment,” says Sims. “While it seems
obvious now, | don't think we would have moved forward knowing how long the
pandemic lasted. We were bold, to say the least.”

While the pandemic affected everyone, there is another challenge to tech
implementation that is specific to legal: Historically, many firms resist technological
change.

“The industry in general is very conservative when it comes to switching to paperless

systems,” says Daniel Cook, head of business development and HR Consultant at
Mullen & Mullen, Texas. “Part of this is the difficulty in convincing most clients that
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“Getting a new tech product to do what you need it to do for your company requires you to conduct
a lot of front-end work and training to make going live as effective as possible.”

legal documents can be safely stored in the cloud. Another
contributing factor is the resistance of practices themselves,
which are often led by older lawyers who are so steeped in
how things 'have always been done."”

Today, though, technology can drive a law firm forward by
increasing efficiency and productivity. Additionally, it can
attract young, talented workers, who are going to be the
future of the firm.

It's clear that new legal tech implementation is crucial, but
it has to be done the right way. When going through this
process at your law firm, make sure you have a realistic plan
in place and bring in the professionals as needed.

The following are useful tips on tech implementations
from the experienced pros who have successfully done it
themselves.

1. INCLUDE EVERYONE IN YOUR IMPLEMENTATION

Thompson & Horton had used the same technology provider
for years. But, according to Director of Office Operations
Stacey J. Ransleben, CLM, the firm outgrew them. When it
came time to introduce new technology, they hired an outside
IT provider. One of the lessons that Ransleben learned early
on in the process was that she needed to include everyone in
the implementation.

“As a director, | do not use our technology the same way an
attorney, assistant, paralegal or billing person would use it,”
says Ransleben, a member of the Houston Chapter. “Get their
input and keep them involved.”

She says it's also crucial to keep the entire firm informed
about what is happening, why and when. “While a lot goes
on behind the scenes and may not impact the daily work

of most, people want to know. Change can be scary, and if
people are not told what is happening, they will fill in the
blanks — and often wrongly. Get ahead of the message and
help people feel at ease with the changes,” Ransleben says.

2. ANTICIPATE A LONGER TIMELINE THAN EXPECTED

Pandemic or not, tech implementations take a long time.
According to estimates from ArcherPoint, the average timeline
is six months to two years — but it will vary depending on

factors like the size of your firm, expected concurrent users
and the complexity of systems being installed.

Thomas Pivnicny, Managing Partner at Kitay Law Offices, says
his firm prepared for their case management software switch
for about one year, and they've been successfully using their
new software since July 2021.

“Always plan on the build-out and implementation process
taking much longer than you initially expect,” says Pivnicny.
“When doing demos and talking to sales representatives,

the new product always sounds super easy to use and like it
will magically solve all of your problems overnight. In reality,
getting a new tech product to do what you need it to do for
your company requires you to conduct a lot of front-end work
and training to make going live as effective as possible.”

3. IDENTIFY LEADERS TO HELP WITH THE PROCESS AND
TRAINING

When taking on a large-scale project that affects the core of
your operations as a law firm, Pivnicny suggests it's important
to have at least one or two in-house staff members who can
be an integral part of the process when you're building out as
well as implementing new software.

\
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“It sounds really great when a vendor says that their product
is super easy to learn, use and roll out to your staff, but the
reality is that you need to have a couple of people in-house
who can ensure the product is tailored to your company as
best as possible from the beginning,” he says. “Also, this is
increasingly important as you and your staff learn that you
need to make incremental changes to the software.”

If you're constantly reaching out to a support person at the
vendor, you're going to likely need to wait for attention

and service. On the other hand, if you can make all or most
of your changes in-house, you can adapt more quickly and
improve your experience with the new product, says Pivnicny.
“Doing so also increases the chances you will be able to
squeeze out all possible performance improvements and
increased efficiencies the product can provide.”

Software only works if people know how to use it, so once
you've implemented the changes, catch everyone up by
holding trainings on how to use it. Host training sessions either
in person or remotely, like the team at Pirkey Barber did.

“We held ‘office hours’ on Teams and Zoom to help folks
pop in with quick questions or additional help, which seemed
to work well in lieu of face-to-face training and support,”
says Sims.

4.D0 YOUR DUE DILIGENCE

When Hillary Vaillancourt started her practice, The
Vaillancourt Law Firm, she was keeping track of her cases in
a spreadsheet. But she soon realized that tracking cases was
much more complicated than she anticipated.

“I quickly learned the details of the cases are critically
important to managing clients, and | needed a better solution
for keeping up with those details,” she says.

Vaillancourt tried one solution, but it ended up not working
out. One valuable lesson she learned from this? Make a
decision based on more than price alone.

“While | completely understand about keeping overhead low,
a good client management system will do wonders for your
practice and mental health,” she says. “Don’t skimp on this
or choose the cheapest option.”

Inevitably, you'll need to contact customer service, so
vetting how they treat clients can save he